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SONET JO BYTE MESSAGE MONITORING
SYSTEM

BACKGROUND OF THE INVENTION

The present invenion is directed toward optical commu-
nication systems

WDM systems are currently being deployed in order to
increase the bandwidth or capacity of fiber optic nelworks
WM systems typically include a plurality of transmitiers,
each respectively transmitting sigeals on a designated one of
a plurality of chammels or wavelengths Each transraitter has
an associated remodulator, which converts the wavelength
of optical signals external to the WDM system to one of the
WDM wavelengths The channels are combiped by 2 wul-
tiplexer at one end lerminal and transmitted on a single fiber
to a demultiplexer at another cod terminal where the chan-
nels are separated and supplied to respective receivers
Typically, the receivers generale outpul opiical stgnals cor-
responding to the oplical signals input {o the remodulators

For monitoring purposes, il is advantageous to readily
ascertain input and ouiput opticai signals associated with a
giver WDM channel In WDM systems having low channel
counls, ¢ g, less than 16, 1t is relatively easy io identify
channel assignments. For systems having channel counts in
excess of 100, however, # is difficult to trace a given output
opiical signal from the WDM system 1o the corresponding
changel it was transmifted on because there are a large
oumber of eplical signals sepplied o and ouipul from the
WDM system

SUMMARY GF THE INVENTION

Consistent with the present inveniion, a WDM system
carrying a plurality of optical signals, each at a respective
wavelength, is provided whereby each optical signal
inchides a plurality of frames, each frame conforming 1o a
synchronouns oplical network (SONET) standard A pluralzty
of optical transmitter modules output a cormesponding one of
the plurality of optical signals, and each of a plurality of
optical selectors at a receivizg end of the WDM system
selects a respective one of the plurality of optical signals. In
addition, a plurality of receiver modules are provided
respectively connected io each of the optical selectors Both
the transmitter and receiver modules inchide byte extraciion
circnitry that extracts one byte, € g, the J0 byte, from each
of the plurality of frames. Successive byles are grouped as
messages, which are stored in registers so that comparisons
can be made between consecutive messages and a predeter-
mined roessage

The messages can contain any data desired by the user.
However, messages including WDM chaanel identification
data are particnlarly usefnd in tracing the WDM channel that
carried the bytes that constitute the message . Since, accord-
ing 1o the present invention, comparisons cag be made
between successive messages and a predetermined message,
the WDM channels can be more effectively monitored and
fanlt locations, whether cuiside or within the WDM can be
readily determined

BRIEF DESCRIPTION OF THE DRAWINGS

Advantages of the present invention will be apparent from
the followiny Jeiniied description of the presently preferred
embediments thereof, which description should be consid-
ered in comjunction with the accompanying drawings 1o
which:

FIG. 1 Mlustrates a block diagram of a WDM system in
accordance with the present invention;
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F1G. 2 illusirales a block diagrarm of a receiver module in
accordance with the present lnvention;

FIG 3 jllustrales a block diagram of a byte exiraclion
cireuit in accordance with the present inventiion;

FIG 4 illustrates a schematic diagram of a monionng
circuit in accordance with the present invention; and

FIG Sillustirates a peneralized flow chart for a process for
monitoring }0 messages

DETAILED DESCRIPTION

Tumning to the drawings in which like reference characters
indicate the same or similar elements in each of the several
views, [1G 1 is a simplified view of WDM systers 100 1n
accordance with the present invention. WDM system 100
includes a plurality of input ports 102-1 to 102-n, each
receiving a respeclive one of a plurality of input optical
signals from 2 roetropolitan area network {(MAN), local area
network (LAN} or wide area network {WANN), for example,
or other netwosk. These optical signals generally constituie
a series of SONET frames Fach of input ports 102-1 to
162-n is coupled 1 a comesponding one of Ilransmitier
modules 104-2 1o 104-n. which respectively output WDM
channels &, lo 3, to a known optical mulliplexer 106,
including an optical combiner, as described, for example, in
U S. Pat. No. 5,715,076, incorporated by reference herein.
Fhe WDM channels typically carry SONET {rames corve-
sponding to the SONET frames received at input ports 102-1
to 102-p Optical multiplexer 186 typicaily combines chan-
nels A, to X, onto a single optical fiber for transmission Lo
an optical demtiplexer 110 1f the distance between mul-
tiplexer 106 and demultiplexer 110 is relatively long, WDM
channels X, io h, can be atlenvated significanily
Accerdingly, an optical amplifier (not shown), including, for
example, an erbium doped fiber, can be provided in order to
increase the streagth of the WDM chaonels

Optical demultiplexer 110 can include, for example, an
optical splitter 111 having ar input k11-1 coupled 10 optical
fiber 108 and a plurality of cutput ports 112-1 to 112-2 Each
of WDM channels A, 1o %, is output on each of ports ¥12-1
to 112-n, but wilh reduced power by a factor of 1, 1o a
respective one of selectors 114-1 to 114-n, as described for
example, in U.S. Pat. No. 5,557,439, incorporated by refer-
ence herein. Each of selectors 114-1 10 114-a respectively
outputs one of WDM channels &, 1o k,, 1o a corresponding
one of receiver modiles 116-1 to 116-n, having a strocture
comparable to thal of ransmitier modules 104-1 10 104-p
Alternatively, optical demultiplexer 130 can include a
known arrayed waveguide router Receiver modules 116-1
to 116-s, in turn, generate output opiical signals al wave-
lengths either the same or different than the WDM channel
wavelengihs. The cutput oplical signals can then be supplied
{o one of more MANs, LANs, or WANs, for example, or
other network.

FIG 2 illustrates receiver module 116-1 in greater detail
Typically, receiver modules 316-2 1o 116-n have a construc-
tion similar to that of recciver module 136-1. Receiver
module 116-1 inchudes an optical-to-glecirical cecaverter
202, such as s photodetectoy, that receives optical signals al
WDM wavelength &, and generates electrical signal in
response thereto A known limiting amplifier 204 is coupled
to photodetector 264 and outputs the clecirical signals as
discernible digital elecirical pules.

The digital pulses are next supplied to a known clock and
data recovery circuit 206, which outputs both a clock signal
and a data signal in response to the output from Hmiting
amplifier 204 Clock and data recovery circuit 206 is thus

I
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coupled to photodetector 202 via amplifier 204 The clock
(CLK) and data signals are fed lo a byte extraciion circuit
208, which identifies SONET {rames in the received train of
digital pulses and extracts sclecied bytes from the SONET
frames The clock and data signals are further supplied 1o an
optical emitter 217 comprising, for examplk, laser driver
circuit 216 and associated laser 218 Laser doiver circuit 216
drives laser 218 in accordance with ke received data signals
at a rate determmined by the clock signals. Fypically, lascr 218
of optical emitter 217 is directly modulated However,
optical emitier 217 may include a laser that is externally
modulated. Thus. oplical emitter 217 s coupled to photo-
detector 202 via himiling amphfier 204, clock asd data
recovery circuit 206 and byle extraction circuit 208 such that
oplical signals are output from optical emitter 217 in accor-
dance with electrical signals geperaled by pholodelector
202

As indicated above, the struclure of ransmitler modules
104-1 10 104-n 1s siumilar to the siructure of receiver modules
116-1 10 116-n, and the optical emitiers in transmitter
modules 104-1 fo 14-n can include either directly or
externally modulated lasers 1n addition, each of the optical
emitlers iz the transmitrer modules emit a respective one of
the WDM channels A, to 2, whereas the oplical emiiters in
1he receiver modules 116-1 to 116-n can emit at wavelengths
¢ither the same as or different from the WDM channels
Furtber, the photodetector associaled with each transmitier
module is coupled lo a respective one of input poris 102-1
to H02-n

Monitor circuit 210 assembles the bytes cutput by exirac-
tion circuil 208 into messages, compares SBCCEssive mes-
sages with each other, and with a predetermined message.
Monttor cirenit 210 is controlied by a central processing unit
(CPU), which also receives the results of the compansons
from monitor circuit 210 and oulputs the reselis to user
interface device 214, such as a display or other device 1hat
conveys itnformation to a user

FIG 3 illusirates byte extraction circuit 208 in greater
detail. Byle extracticn circuit 208 receives data and clock
signals on lines 302 and 304, respectively. Lines 302 and
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304 supply the-data and clock signals to laser drive circuit .

216, as well as demultiplexer circrit 318 via lines 306 and
308, respectively In general. the data signals are supplied to
demultiplexer circuit 310 1o a sertal fashion. In which case,
demultiplexer circuit 319 iypically generates a paraliel
output, frequently eight bits wide, under control of frame
detect/counier 314

Frame detect/counter 314 senses the beginmng of each
received SONET frame and comtrols the output of demulti-
plexer circuit 310 in response thereto. As is generally
¥nown, as described in J. ). Gibson, * The Commumications
Handbook ", pp 542-553, SONET frames include a plurality
of Al (in hexadecimal) framing bytes in the beginning of
each frame, and a pluralily of A2 bytes at the end of each
frame. Accordingly, frame detect/connter 314 detects the
beginning of a frame as a transition from a plurality of Al
bytes to a plurality of A2 bytes. At which point, under
control of frame detect/counter 314, demuliiplexer cirenit
310 outputs a frame of bytes 10 a known descrambler circuit
316 circuit, which descrambles a scrambled porticn of the
SONET frame in a known manner. Such doscrambling
oceurs upon activation by signal DESE.

The descrambled frame is output from descrambler circuit
316 to B calculator and extrachon cirenii {hereinafter “Bl
circuit’™) 312 Based on 2 kaown formula, Bl circuit 312
calenlates and outputs a so-called Bl byte used for error
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detection. The Bl byte is located within a header portion of
the SONET frame otberwise referred to as the frame section
level

The descrambled frame is further supplied 10 JO exiraction
circuit 338 The JO byte (also known as a C1 byle} 1s
typically Jocated a1 a particular location within the SONET
frame, usually the third byte of the frame after the header Al
bytes. This location is stored within frame detect/counter
circuit 314. Frame detect/counter circuil 314, counts the
number of bylcs passing fo J exiraclion circunt 318, and
when the byte connt matches the JO location within the
frame, frame detect/counier cirewit 314 controls J& extrac-
lion circuit 318 to output the JO byte to monitor circoit 216
as eighl bils, each of which on a respeciive one of eight
paralle} outputs JOD0 to JOD7.

Monilor circuit 210 will next be described with reference
to F1IG 4 Monitor cirewit includes a stant-of-message
(SOM) controi circuit coupled to outputs J0DO to JOD7 of 10
exiraction circuii 318 Oulputs JODO-JOD7 are further
coupled to memory cizrcuits, such as first-in-first-out {FIFO)
buffers FIFQ-0 404 and FIFO-1 406. Ouiputs WRTE and
WRT1 of SOM control ciscuit 402 are supplied to corre-
sponding ports of FIFO-0 404 and FIFO-1 406 w ihereby
selectively store the J0DO to JOD7 bits {ie, the JO byte) in
FIFO-0 404 and FIF(O-1 406 through respective ports DATA
IN-0 and DATA IN-1. Geserally, successive O bytes are
stored in FIFO-0 404 and FIFO-1 406 1o thereby assemble
a message in each FIFO. The message can be of any jength,
but typically the messages are either 16 or 64 bytes long The
storage capacily of cach FIFQ is generally equal to the
length of the message, € g, 64 bytes

Predetermined or provisional messages can be input one
byte-at-a-time from CPU 212 through port 409 and stored in
a separate FIFO buffer, FIFO-PROV 408, via jnput port
DATAIN-PROV. s particular, CPU 212 outputs a contrel
signal 10 PROVMSGWRT port 405 of SOM control circuit
402, which, in tun, generates output WRT PROV to a
corresponding input port of FIFO-PROV 408

Monitor circuit 210 forther includes a message compare
circuit 419, which compares messages slored in FIFO-0 404,
FIFO-1 406 and FIFO-PROV 408 In order to mzke such a
comparison, nsessages must first be output or read from the
FIFO memory circuits and supplied 1o message compare
circuit 410, This read out is imtiated by CPU 212, which
outputs appropriate signals to JORD port 467 of SOM
control cireuit 402, to read from ope of FIFO-0 404 and
FIFO-1 406, and PROVMSGRD port 483 to read from
FIFO-PROV. As a result, read signals are output from ports
RDO, RD1 and RDPROV to corresponding ports of FIFO-0,
FIFO-1 and FIFO-PROYV, respectively The messages are
then cutput from DATA OUT ports of ¢ach of these FIFOs
to tespective DATA-0, DATA-1 and DATA-PROV imput
ports of message compare eircuit 410, the provisional mes-
sage ontput from FIFO-PROV is also output directly to CPU
212, which, in tum, can supply the provisional message 1o
user interface 214. SOM coutrol circuit 462 also generates
a burst compare output al port BURSTCOMP, which is
coupled to a corresponding port of message compare circuit

. 410 In respouse 10 the bursi compare signal, message

compare circuit 418 compares the messages received from
FIFO-0 404 and FIFO-1 406, with cach other, as well as with
the provisiopal message received from FIFO-PROV 408
The comparison typically takes aboul 6 useconds for 16 byte
messages and about 18 pseconds for 64 byle messages

In the event that the message stored in FIFQ-0 404 is not
the same as the message in FIFO-1 406, message compare

-
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circeit generales an interrupt signal at port INT, as wellas a
previous message mismatch signal at port PREV MSG
MISMATCH The intermupt signal is also generated when
one of the messapes slored in FIFO-0 404 or FIFO-1 406
differs from the provision message stored in FIFQ-PROV
408 Under this condition, message compare circuil §1 ajso
generates a provisional message mismalch at the PROVMS-
GMISMATCH port shown in FIG. 4

Port INT of message compare circuit 41015 coupled 1o a
carresponding post of interrupt control circuit 432, which
generates an interrupl cutput signal at cutput INTOUT to
CPU 212, thereby causing CPU 212 10 1nterrupt 1 2 known
manner The interrupt oulpul signaf is also generated in
response to a faifure 1o detect a unique JO byle indicating the
start of a message . Specifically, if SOM controf circuit 402
does ot detect the unique 10 byte, SOM control circut 402
outputs a no-SOM signal through port NOSYNC 1o interrupt
coptrol circwit 412, which, in turp generates the interrupt
output signal . The no-SOM signal is also supplied direcily 1o
CPU 212

Messages stored in FIFO-0 304 and FIFO-1 406 can be
selectively ouiput to CPU 212 via switch 414, which oper-
ates under control of CPU 212 and SOM controf circuit 402
As further shown in FIG. 4, a switch conirol signal is
supplied to 2 first inpul SWCONTROL of OR gaie 416 and
a select signal is fed 1o a second input SEL of OR gate 416
OR gate 416 ontpnt SWOUT is supplied to a corresponding
input port of switch 414 10 selectively output the message
received at DATA-0 or DATA-1 (i.e. messages received
from cither FIFO-0 404 or FIFO-1 406) through port DATA
OUT Messages are typically outpul from switch 414 as
successive byles 30-OUT, each of which including eight
parallel bits

The 1ypical sequence [oF outpulling messages stored in
FIFO-0 404 and FIFO-1 406 will pext be descnbed. If
FIFO-0 404 is cumrently being supplied with JO bytes,
SWCONTROL and/or SEL are controlled such that the
message stored in FIFO-1 406 15 output. On the other hand
if FIFO-1 406 is in the process of receiving JO bytes,
SWCONTROI and/or SEL are controlled such that the
message stored in FIFO-0 404 is output.
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The operation of monitor circait 210 will be forther

described wiath reference to FIG. 5, which illustrates a
generalized flow chart for a process for monilonng JO
messages Instep 502, a write flag bit WRTFLG is sel o zero
1o thereby designate FIFO-0 404 for receiving a message In
step 504, a new message is read inlo SOM contrel cirenit
402 from outputs JODO-JODT of byte exiraction circuit 208
Logic withio SOM control circuit 492 pext scarches for a
particular byte identifying 2 start of message {(SOM), for
example, a mull {0, carriage return, os line feed character In
step 506, if the SOM is not 1denitfied, an appropnate signal
1s output at port NOSYNC (step 505) and output dizectly to
CPU 212 In addition, the NOSYNC output signal is sup-
plied to interrupt control circut 412, which, in turn, gener-
ates an interrupt signal at INTOUT. Otherwise, a determi-
niation 1s made as to whether WRTFLG is equal {o zero {step
508), if “yes”, SOM conirol circuil 402 generales a signal at
cutrut WRTG and the new messape Is written to FIFO-0 404
Nexl, in response to signals received from CPU 212 on
inputs PROVMSGRD and JORD, SOM control circuit gen-
erates signals at ports RDO, RD¥ and RDPROY, so that the
contents of FIFQ-0 404, FIFO-1 406 and FIFO-PROV 408
are supplied to message compare circuil 410, A burst com-
parison signal is then output from BURSTCOMP 402 to
message compare circwl 43, which then compares the
message stored in FIFO-0 404 with the message stored in
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FIFO-1 406 (step 512), and compares the message slored in
FIFO-0 404 with the message stored in FIFO-PROV 408
{step 51%). I message compare circait 410 detects a mis-
maich {step 516) between the messages stored in FIFO-G
404 and FIFO-1 406 {a previous message mismalch ), a
previous message mismalch signal ss output through port
PREVMSGMISMATCH 10 CPU 212, while a mismatch
between the messages stored FIFO-0 404 and FIFO-PROV
408 resulls in a provisional message mismaich signal output
through pest PROVMSGMISMATCH 1o CFU 212 In either
case, however, if a mismatch 1s detected, a signal is output
through port INT of message compare circuit 318, thereby
causing interrupt control circuit 412 to generate an interrept
signal at INTOUT (slep 518) to CPU 212 An alarm signal
can then be outpul from CPU 212 10 user interface device
214 in response to the received interrupt signal

After the imerrupl is generated, logic within SOM control
¢ircuil pext controls the output of the message stored in
FIFO-0 404 1o CPU 212. Namely. a determination is made
as lo whether WRTFLG is equal to zero, ie, whether the
message stored in FIFO-0 404 is 10 be output. If “yes’, an
appropriate selection signal is output al port SEL of SOM
control cirenit 402, thereby causing OR gate 416 to control
switch 414 through port SWOUT to outputl the message
(step 522) received at input DATA-O (ie, the message
received from FIFOQ-0 464) to CPU 212, which can further
output the message lo user immferface 214 In step 524,
WRTELG is set to one and a new message is read imo SOM
control (step 504). If no message mismalch is detecled, the
SOM contro] circuit logic skips to step 524 and po message
1s read cut from FIFO-0 404 10 CPU 212

Steps 506 and 508 are next repeated, but the logic within
SOM control circuit 402 branches to steps 528, 530, 532 and
534 when WRIFLG is equal to 1, i.e, the new message is
stored in FIFO-1 406. Steps 530, 532 and 534 are similar io
sleps 512, 514 and 516 with the exception that comparisons
are made between the messages stored in FIFO-1 406 and
FIFO-0 404, and messages FIFO-1 406 and FIFO-PROV
408. If no mismatch is detected, the logic remras to step 502
to thereby reset WRTFLG to zero. If either a previous
message mismatch or a provisional message mismalch is
detected, an interrupt is generated (step 518), a determina-
tion is made that WRTFLG equals one {step 520), and the
contents (ie, the message) of FIFO-1 406 are read out
through switck 414 to CPU 212 (step 526), which, in turn,
can output the message to user interface 214 SOM control
circuit 402 logic next returos to step 502, where WRTFLG
is set to zero, and the zbove process is repealed. Typically,
the logic within SOM contro! circuit 402 contimiously
cycles through the process steps shown 1n FIG. 5, such that
new messages are allernalely stored in FIFO-0 484 and
FIFO-1 406

Thus, J0 messages, carrying, for example, WDM channel
identifiers, can be effectively monitored by comparing
newly received messages, with previously received mes-
sages as well as a predetermined message . Accordingly, the
existence of a fault within a WDM system can be readily
ascettained. Moreover, by moniforing }0 messages at the
trapsmit and receive terminals of a WDM system, for
example, faults can be located quickly

‘While the foregoing invention kos been described in terms
cf the embodiments discussed above, pumerous vanations
are possible For example, the present invention is also
applicable o synchronous digital hieraschy (SDH) format-
ted signals in addition to SONET signals discussed above
Accordingly, modifications and changes such as those sug-
gested above, but not himited thereto, are considered to be
withir the scope of the following claims




US 6,278,535 Bl

7

What is claimed 1s:
1. A methed for moniloring portions of a date stream, said
method comprising the steps of:
extracting each of 2 first plurality of data segments from
a respective one of a first pluralny of data frames
included 1n said data stream;

assembling said first plurality of data segments into a first
message;
storing said firsl message 10 a firsl memory circuit;

extracting each of a second plurality of data segments
from a respective one of a second plurality of frames
included in said data slream;

assembling said second plurality of dala segments into a

second message;

storing said second message In a second memory circuil;

comparing said first message with said sccond message;

and

generaling an alarm signal in response 1o said comparison

of said first and second messages

2. A method in accordance with claim 1, furlher compris-
ing the step of outpuiting one of said first and second
messages to a user interface device when said first and
second messages are different

3 A method in accordance with claim 1, further compris-
ing the steps of:

storing a predetermiped message in a 1hird memory

cireui;

comparing one of said first and second messages with said

predetermined message; and

outpuiting said one of said first and second messages 1o a

user interface device when said one of said first and
second messages is different than said predetenmmed
message

4 A method in accordance with ¢laim 1, wherein each of
said first plurality of data frames and each of said second
plurality of data frames are in a SONET format

5 A method in accordance with claim 1, wherein each of
said first plurality of data frames and each of said second
plurality of dala frames are in an SDH format

6 A method io accordance with claim 1, wherein each of
said first plerality of data segments and each of said second
pluratity of data segments ioclude a JO byte

7. A method in accordance with claim 6, further compris-
ing the slep of geperating a B1 byte for each of said first and
second pluralities of data franes

8 A method for momnitoring portions of a data stream,
comprising the steps of;

extracting each of a pluralify of dala segmenls from a

respeciive one of a plurality of data frames included in
said data stream;

assembling said phurality of first data segments into a first

message;

storing said first message in a first memory circuit;

storing a second predetermined message in a second

memory circuit;

comparing said first message with said second predeter-

mined message; and

generating zn zlarm signal in response to said comparison

of said first message and said secoad predetermined
message.

9 A method in accordance with claim 8, further compris-
ing the step of outpulting said first imessage to a user
interface device when said first message is different from
said second predetermined message
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19 A method in accordance with clairn 8, wherein each of
said plurality of daia frames is in a SONET format

11. A method in accordance with claim 8, wherein each of
said phurality of data frames is in an SDH format

12 A method in accordance with claim 8, wherein each of
said pluralily of daia segments includes a JO byte from each
of said plurahity of data frames

13. A data communication apparaius, COMpRsing:

a data path carrying a plurality of data frames;

ap extraction circuil coupled to said data path, said
exiraclion circnit outputting a plarality of data
segments, each of which being selected from a respec-
tive one of said plurality of data frames;

a firsl memory circuit coupled to said extraction cireuit,
said first memory circuit receiving and storing first ones
of said plurality of data segments as a first roessage;

a second memory circuit coupled fo said exiraction
circnit, said second memory circull receiving and stor-
ing second ones of said plurality of data segments s a
second message; and

a comparison cireuit coupled to said first and second
memory circuils, said comparison eircuil comparing
said first and second messages and generating an oulput
signal in response 1o said comparison

14. A data communication apparatus in accordance with
claim 13, further comprising:

a third memory circuit coupled to said comparison circuit,
sajd 1hird memory circuil storing a predetermined
message, said comparison circuit further comparning
said predeiermined message with one of said first and
second messages, and generating an additiosal ontput
signal i response to said comparison of said predeter-
mined message and one of said first and second mes-
sages.

15 A data communication apparatus in accordance with

claimp 13 further comprising:

a control cirenjt coupled to said extraction circwit and said
first and second memory circuits, said control circuil
outputting first and second write signals to said first and
second memory circuits, said first memory circuit stor-
ing said first message In response to said first write
signal, and said second memory circuit storing said
second message in response 10 said second write signal

16 A data communication apparatus in accordance with
clatm 15, wherein said first and second write signals alter-
nate.

17 A data comrmunicalion apparatis io accordance with
claim 35, wherein said control circuit is further coupled to
said third memory circuit. said control circuit further out-
putting a third write sigaal to said third memory sigpal, said
third memory circuit storing said predetermined message in
response to said third write signal

18 A data communication apparahis in accordance with
claim 13, further comprising:

a user interface device; and

a swilch circuit, said switch cireuit having first and second
inputs coupled to said first 2nd second memory circuits,
respectively, and an ontput covpled to said user inter-
face device, said switch circwt selectively supplying
one of said first and second messages to sald user
interface device

19 A data commanication apparatus ig accordance wilh
claim 13, whesein each of said data segments includes a JO
byte.

28 A data communication apparatus iz accordance with
claim 13, wherein each of said plurality of data frames is in
a SONET format

S A —
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21 A dala communication apparatus in accordance with
claim 13, wherein each of said plurality of data frames is in

an SDH format.

22 A dala communicalion apparatus, comprising:

an optical-to-elecirical conversion element having an
input coupled 10 an optical communication path and an
outpul, said oplical-lo-elecinical conversion element
receiving oplical signals carried by said optical com-
munication path at said input and penerating electrical
signals in response thereto at smd ouiput;

a data recovery circuit coupled to said opiical-to-elecirical
conversion element, said dala recovery circuit gener-
ating a stream of data signals in response to said
electrical signais, said data signals including a plurality
of frames;

an electronic data path coupled to smd data recovery
circuit and cammying said stream of data signals;

an extraction crcuit coupled 1o said electronic data path,
said extraction circuit selecting each of a plurakity of
data segments from a respective one of said plurality of
frames;

a first memory circuit coupled to said exlraction circuil,

said first memory circuit storing first cpes of said

plurality of data segmenis as a firsl message;

sccond memory circull coupled to said exiraclion

cirenit, said second memory circuit storing second ones

of said plurality of data scgments as a second message;
and

a comparison circult coupled 1o said first and second
memory circeits, said comparison cireuit comparing

[

10

said first and second messages and generaling a com-
parison signal in response thereto
23. A dala comomnication apparatus in accordance with
claim 22, further comprising:
2 driving circnit coupled 1o szid electronic data path; and
an optical element coupled to said driving circunt, said
driving circuit controlling said optical element in accor-
dance wilh said siream of data signals
1 24 A data communication apparatus in accordance with
claim 22, further comprising:
a third memory circuit coupled to said comparnison circuit
and storing a third predetermined message, saxd com-
15 parison circull companng said third predetermined
message wilh one of said first and second messages and
generating a further cutput signal in response thereto
25 A data communication apparatus in accordance with
claim 22, further comprising:
an opticz] demultiplexer coupled 1o said optical commu-
nication path and being configured to direct said optical
signals to said opticalHo-elecincal conversion element .
said optical signals being at a particular wavelength,
25 sald optical communication path being configured 1o
carry a plurakity of other optical signals, each at a
wavelength different shan said optical signals directed
io said optical-te-electrical conversion element by said

oplical demultiplexer
30
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